December 21, 2007

VIA FACSIMILE & ORDINARY MAJL
Attorney General

Department of Justice

33 Capitol Street

Concord, NH 03301

Facsimile: 603.271.2110

Re: Wendy’s International, Inc.’s Response to Compromise of Personal Information

Dear Sir or Madam:

We are writing to advise you of a recent incident involving the theft of a company-issued laptop
containing certain personal informationl belonging to Wendy’s employees. As described below,
Wendy’s first learned of this breach on December 3, 2007, and took prompt action to: ensure that
law enforcement was informed; determine what information had been compromised; and obtain
authorization from law enforcement to felease notice to the affected employees.

Learning About the Breach

On December 3, 2007, we were notified by an employee of a car burglary at an employee’s
residence on December 1, 2007, which|resulted in the theft of a company-issued laptop. Several
cars in the neighborhood were the subject of break-ins that evening. Accordingly, it may well be
that computer data was not the target jof the burglary, that the perpetrators are not aware that
personal information is on the laptop, or that they are not sophisticated enough to access the data
(the employee’s log-in and password are required for traditional access methods, and the
information was in a subfolder with an|uninformative title). The information included the name,
email address, social security number, employee identification number, and salary information of
certain employees of Wendy’s.

Investigating the Disclosure.

The day Wendy’s learned of the incident, Wendy’s began working with the employee whose
laptop was stolen and representatives of Wendy’s Information Technology Department to
determine what information might have| been stored on the laptop. Wendy’s was able to compile
the type of data resident on the laptop and the employees affected.

Total number of Individuals Affected and the Number of Individuals in New Hampshire
Affected.

The total number of affected individuals was around 1092 (U.S.). The total number of affected
individuals in New Hampshire was 3.
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Communicating with Affected Individuals.

In order to ensure that affected individuals could take immediate steps to protect themselves
from possible identity theft or other monetary damage, Wendy’s will be sending a
communication by first class mail on IDecember 21, 2007, a sample of which is Attachment 1 to
this letter. The Company also retaingd TransUnion to provide the credit monitoring services
more fully described in Attachment 1. [The notice informed affected individuals of:

The incident in general terms.
The type of personal information that was on the laptop.

The steps Wendy’s is taking to protect the personal information from further
unauthorized access.

The telephone number that individuals could call for further information and assistance.

Information about the credit monitoring services offered by TransUnion for Wendy’s
employees

To remain vigilant by reviewing|account statements and monitoring free credit reports.

Fortunately, at this time Wendy’s has njo specific knowledge that any information contained on
the laptop has been accessed or misused. We also believe the services we are offering to our
employees will help them immediately respond to any threats of identity theft or other misuse of
their data as a result of this isolated theft.

We hope that this letter and its enclosure provides you with all the information you need. Please
let us know if you have further questions or if we can be of further assistance.

Yours truly,

Vi (o

WENDY'S INTERNATIONAL, INC.

Robert Whittington
Chief Information Officer

Enclosure




\TTACHMENT 1

December 21, 2007

Re: Notification of Security Incident Involving Your Personal Information
Dear Fellow Employee:

I am contacting you because of a recent security incident involving your personal information.
On December 3, 2007, we were notified by an employee of a car burglary at the employee’s
residence on December 1, 2007, which|resulted in the theft of a company-issued laptop computer.
Several cars in the neighborhood were the subject of break-ins that evenings ccordingly, it may
well be that computer data was not the target of the burglary, that the rpetrators are not aware
that personal information is on the laptop, or that they are not sophi

data (the employee’s log-in and password are required for tradi

Nevertheless, sensitive information v
precautions. 2 i gurity number,

International,

monitoring service. This service i§
features described below. You will neg gn up for the service, however, within 90 days of
.do that, please do as follows:

p://www truecredit.com/code and in the space
e, enter: WHAA-DJVC-XMRB-VSTB in uppercase,
le steps to r¢ceive your products online instantly. Please note that the
is valid for 90 days from the date of this letter. Upon enrollment you
e year df unlimited access to your TransUnion credit reports and
one year of TransUnion credit monitoring service will also notify you
a email if there are any critical changes to your TransUnion credit file.
iekly find out about thanges including fraudulent activity, new inquiries, new
accounts, late payments, change of address, and more. Up to $25,000 in identity theft
protection with $0 deductible (cgrtain limitations and exclusions may apply.)

You can also take additional steps to protect yourself against misuse of your data and Wendy’s
recommends that you read and take the |steps recommended by the Federal Trade Commission at
http://www.ftc.gov/bep/eduw/microsites/idtheft/consumers/defend.html.  That resource provides
information about the questions listed |below. The FTC’s recommended steps, at minimum,
include obtaining and reviewing your credit report, filing a “fraud alert” and requesting a “credit
freeze.” The other recommendations|relate to actual incidents of identity theft which, we
certainly hope, will not actually occur. | The most current and detailed information is available
online, but if you are not able to access the linked material, please use the contact information




below to let a Wendy’s representative know and we will arrange to mail you a copy of the FTC’s
answers to the following:

1- What are the steps I should take if I'm a victim of identity theft?
2- What is a fraud alert? (for the addresses of the credit reporting agencies needed to do
this, visit

General, 200 St.
(888) 743-0023,

http://www.oag.state.md.us/.]

Even if you decide not to exercise yo
may still obtain a free copy of your
agencies in order to do a revie

Atlanta, GA 30348-5281. Y

contact the three nationwide cons P nipanies 1nd1v1dually to obtam this free annual
report; they provi Icreditreport.com, 877-322-8228, and Annual
Credit Report Requ:

vigilant for 12 to 24

ent. As you know, Wendy’s has significant policies
¢ reviewing them to see if changes are advisable to help

Wendy’s or its employees.

If you have ios, please contact your local HR staff member or contact Wendy’s
International, I orporate Office at| 1-800-443-7266 and when prompted by the automated
attendant, dial ext. 8052. Please alsq accept my personal apology for any concern that this
situation might create for you.

Yours truly,

WENDY'S INTERNATIONAL, INC.

Robert Whittington
Chief Information Officer
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